How to modify OnGuard User password
settings
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Symptom

A user wants to modify the password settings for their Users in the OnGuard system.

Resolution

The password settings can be modified on the password settings page within the LenelS2 Console
application.

1. Ensure that both the LS OpenAcess and LS Web Service services are running.

I{.‘J; LS OpenAccess The OpenAccess service is a..  Running Manual Local System I
;s-;?; LS PTZ Tour Server LS PTZ Tour Server Manual Local System
;Qg LS Replicator Replicator is run on either a... Manual Local System
@; LS Reporting Service for OnGuard Report.. Running Automatic  Local System
;.‘.:-;e‘; LS Site Publication Server This service is run on either.. Manual Local System
181 1S Video Archive Server The Video Archive Server is .. Manual  Local System
-.S"; LS Web Event Bridge Provide Context for the har.. Manual Local System

['{-;};LSWeb Service The Web Service allows On..  Running Manual Local System]

2. Visit your console by typing https://localhost:8080, if you are on the server. Otherwise, specify the
fully qualified domain name of the application server running the services.

3. Log into the console with a user that has permissions to view the Users module. The example
below uses the SA user, but this is not mandatory.

€) LENEL:S2

LenelS2 Console

Directory

<Internal> -

Username

SA a\/

Password

-2

LOGIN

4. Once confirming that the user logged in has the proper credentials, log in as the desired user and
navigate to the USERS tile.




= My Console @ [

Visitce Management

Eg

Fepiscation Admastration

5. Once inside the Users module, select the menu with the three lines in the top-left area of the
page.

= |Users
Q  Search
————————
D FIRST NAME LAST NAME a INTERNAL USER NAME MONITORING ZONE
D Administrator Administrator ADMIN
D Badge Operator Badge Operator BADGE

6. Select Password Settings.

System Account Sy... ~

7. When you have gone through the options and made the changes required, click SAVE on the top-
right area of the page.



< Password Settings I:I i

Force all users to change their passwords on next login [ owmea ]

Expiration #  Complexity =
Insctivity timeout o Minimum password length o
Timeoutafter 15 minutes

Length 8 (@) character(s)

[ assword exprtion © [ History prevents euse of recent password °
O exprstion reminders [T —— °
Cannot changepassword soonertan 0 daya since st change
[0 Require numeric characters
() Require special characters
0 wockoutster filedlogins ° (90 e T <o OIS (1<)

(] Requre uppercase and lowercase characters
[0 Password can be the same as usermame
[ Prohisted password st

Securlty# MULTIMEDIA, PROKUPETS,

PROKUPET, LENEL, ONGUARD, BEST,
BASIS. PASSWORD, Expre$$ ¢

Applies To

OnGuard 7.5 and later

Additional Information

You can confirm the permission with the following settings. The permission is called Users and can be
found within System Administration under Administration in the Users menu > System
Permissions.

Bl Users, directories, logical access -
I Users

Assign AAM access levels

User directory accounts
Link / unlink

Permission groups

Directories

Logical access

Users
Gives the user access to the Users form records in the Users folder.

Dependents: Assign AAM access levels, User directory accounts, Link / unlink
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